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背景介绍

4

2022年4月9日，《中共中央、国务院关于构建更加完善的要素市场化配置体制机制
的意见》中数据作为一种新型生产要素首次正式出现在官方文件，并提出要加快培
育数据要素市场，其中一大方面即为加强数据资源整合和安全保护。数据安全行业
也在数据融合与隐私保护的双重驱动下迅速发展。

随着信息经济发展，数据已和其他要素
一起融入经济价值创造过程，对生产力
发展有广泛影响。
而伴随我国医疗健康产业迅速发展，医
疗健康大数据成为新的热点。大数据的

应用通过与医疗机构、高校和政府联合
开展产学研合作，实现对健康医疗大数
据价值的深度挖掘，开展重大专科疾病
课题的研究、推动基层诊疗、智慧养老
等，将成为造福民生、改善人民生活的

重要部分。数据的核心价值在于共享和
应用，多方数据的融合应用具有巨大意
义。

近三年来，欧盟GDPR、美国加利福尼亚
州CCPA和我国的《数据安全法》（草案)、

《个人信息保护法》(草案) 等代表性法
律法规出台,严格要求在数据使用过程中
做好隐私保护。

而由于医疗数据具有的特殊性、敏感性、
变现价值极高，其早已成为隐私泄露的重
灾区，这也在很大程度上影响了医疗机构
之间共享数据。数据应用者迫切需要找
到可靠的方法，合法合规地实现数据的

共享流通。

数据融合 隐私保护
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DataGuard开源安全数据发布平台

• 随着信息化在医疗⾏业不断深⼊，⼤数据成为医疗⾏业发展的驱动⼒，但不断涌现的隐私泄露问题，促使相关部
门出台医疗⾏业数据规范条例。为满⾜医疗⾏业合法合规发布和使用数据的需求，本项目开发了“DataGuard”开源
安全数据发布平台。

• 数据所有者遵循简单操作即可实现对医疗数据的匿名化和隐私化处理，合法合规发布数据，⽅便数据挖掘者获取
数据，并进⾏后续的数据融合、分析、挖掘等环节。本平台搭载了经典的数据匿名算法和新兴的基于⼈⼯智能技
术的隐私保护模型，可以抵御攻击者的链接攻击、差分攻击、属性推断攻击等，严密、⾼效地保护用户隐私。用
户可以借助⽹站在线运⾏模型，或者下载开源代码本地运⾏算法，得到隐私保护处理后的数据，以及详尽的数据
效用和风险评估报告。本平台实现了自动化、智能化、规范化的数据隐私保护，促进了医疗⼤数据的资源整合与
价值迁移。
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Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 

• Scenario: residents of a city may go to different hospitals for various reasons ⟶ their healthcare data are 
stored only within the hospitals they visit

• When any healthcare problem is to be studied in the whole city, a single powerful graph mining model is 
needed to conduct effective inference over the entire global patient network. 

• However, it is rather difficult to let all hospitals share their patient networks with others to train the graph 
mining model due to conflicts of interests. 

25

Motivating Scenario



Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 

• Goal: train a powerful and generalizable graph mining model over multiple distributed subgraphs without 
actual data sharing

• Challenge 1: How to jointly learn from multiple local subgraphs? 
• How to capture the global data distribution and avoid prone to overfitting
• How to integrate multiple graph mining models into a universally applicable one 

• Solution 1: FedSage: Training GraphSage with FedAvg.

• Challenge 2: How to deal with missing links across local subgraphs?
• data samples in graphs are connected and correlated
• data samples in each subgraph can potentially have connections to those in other subgraphs. 

• Solution 2: FedSage+: Generating missing neighbors along FedSage.
• add a missing neighbor generator

• generate potential missing links within the subgraph ⟶ generate missing neighbors across 
distributed subgraphs
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Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 

• Missing Neighbor Generator (NeighGen)
• Neural architecture of NeighGen.
• Graph mending simulation. 
• Neighbor Generation. 

27

FedSage+



Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 

• Federated Learning of GraphSage and NeighGen
• Problem: cooperation through directly averaging weights of NeighGen across the system can negatively 

affect its performance
• Goal: generating diverse missing neighbors in each subgraph
• Solution:	add a cross-subgraph feature reconstruction loss into fGen
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FedSage+

picked as the closest node from Gj

other than Gi to simulate the 
neighbor of v ∈ V¯ i missed into Gj



Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 
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Experiments 

graph impairing ratio h, we set h% ∈ [3.4%, 27.8%]

To synthesize the distributed subgraph system, we find hierarchical graph clusters on each dataset 
with the Louvain algorithm and use the clustering results with 3, 5, and 10 clusters of similar sizes 
to obtain subgraphs for data owners. 



Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 
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Experiments 

• GlobSage: the GraphSage model 
trained on the original global graph 
without missing links (as an upper 
bound for FL framework with 
GraphSage model alone)

• LocSage: one GraphSage model 
trained solely on each subgraph 

• LocSage+: the GraphSage plus 
NeighGen model jointly trained 
solely on each subgraph



Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 
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Experiments

Hyper-parameter 
studies

Case studies



Subgraph Federated Learning with Missing Neighbor Generation 
(2021 NIPS) 
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Conclusion

• This work aims at obtaining a generalized node classification model in a distributed subgraph 
system without direct data sharing. 

• To tackle the realistic yet unexplored issue of missing cross-subgraph links, we design a novel 
missing neighbor generator NeighGen with the corresponding local and federated training 
processes.

• Experimental results evidence the distinguished elevation brought by our FedSage and FedSage+ 
frameworks , which is consistent with our theoretical implications. 
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A federated graph neural network framework for privacy-preserving 
personalization (2022 Nature Communications)

Background
• Demand

• Personalization is a critical direction in the development of the Web
• It can ease the burden of information overload by providing different users with different services 

based on their preferences and characteristics to better satisfy their personal needs.
• E.g. Personalized healthcare services

• can help people’s health management and provide effective therapy plans based on an individual’s 
mental and physical conditions.

• Problem
• user data is usually highly privacy-sensitive and its centralized storage and exploitation can lead to users’ 

privacy concerns and the risk of data leakage
• under the pressure of some strict data protection regulations such as General Data Protection 

Regulation (GDPR), online platforms may not be able to centrally store user data to learn GNN models 
for personalization in the future.
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A federated graph neural network framework for privacy-preserving 
personalization (2022 Nature Communications)

Challenge
• the local GNN model trained on local user data may convey private information

• it is challenging to protect user privacy when synthesizing the global GNN model from the local ones

• the local user data may only contain first-order interactions between user and items, higher-order 
interaction information is not available since user data cannot be directly exchanged and linked among 
different clients due to privacy restrictions
• Prior work on subgraph-level federated learning assumes that each client has a large subgraph and 

there is no sufficient interaction across different subgraphs decentralized on different clients. 
• However, in personalization scenarios the decentralized subgraphs can be very small, and the 

interactions across different subgraphs can be critical for understanding userinterest
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A federated graph neural network framework for privacy-preserving 
personalization (2022 Nature Communications)

Overall framework of FedPerGNN

36

• third-party server: conduct the privacy-preserving graph expansion protocol to incorporate high-order graph 
information into local model learning under privacy protection. 
• The devices upload the user embedding and encrypted item IDs to this server for finding user neighbors, and 

the embeddings of anonymous neighbor users are distributed to user devices for expanding local subgraphs.

• mining high-order user-item interaction information
• local differential privacy (LDP) 
• a pseudo interacted item sampling method



A federated graph neural network framework for privacy-preserving 
personalization (2022 Nature Communications)
Detailed framework of FedPerGNN
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A federated graph neural network framework for privacy-preserving 
personalization (2022 Nature Communications)
privacy-preserving user-item graph expansion protocol
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A federated graph neural network framework for privacy-preserving 
personalization (2022 Nature Communications)
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Personalized Subgraph Federated Learning (2023 ICML)
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Challenge
• How to deal with potentially missing edges between subgraphs that are not captured by individual data 

owners, but may carry important information?
• expanding the local subgraph from other subgraphs

• by exactly augmenting the relevant nodes from the other subgraphs at the other clients 
• by estimating the nodes using the node information in the other subgraphs 

• However, such sharing of node information may compromise data privacy and can incur high 
communication costs.

• heterogeneity among subgraphs
• E.g. User 1 and 3 subgraphs in Communities 

A and B, respectively, in Figure 1 (A) – are 
sometimes completely disjoint, having 
opposite properties.



Personalized Subgraph Federated Learning (2023 ICML)
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• Goal: jointly improve the interrelated local models trained on the interconnected local subgraphs, for 
instance, subgraphs belonging to the same community, by sharing weights among them.

Knowledge collapse results
where local models belonging to two 
small communities (Communities 1 and 2) 

Method Design:
• use functional embeddings of GNNs on random graphs to obtain similarity scores between two local GNNs
• use them to perform weighted averaging of the model parameters at the server
• learn and apply personalized sparse masks (the similarity scores of the parameters) on the local GNN at each 

client to obtain only the subnetwork



Personalized Subgraph Federated Learning (2023 ICML)
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Method

Personalized Weight Aggregation Personalized Parameter Masking
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Experiments
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