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Ex#3=>] (FL, Federated Learning)
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Ex#3=>] (FL, Federated Learning)
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EX#B=>] (FL, Federated Learning)

FedAVG Algorithm 1 FederatedAveraging. The K clients are
indexed by k; B is the local minibatch size, E is the number
of local epochs, and 7 is the learning rate.

Server executes:

Communication-efficient learning of deep networks from decentralized data
B McMahan, E Moore, D Ramage, S Hampson, BA y Arcas

Artificial intelligence and statistics, 2017 - proceedings.mir.press initialize Wo
for eachroundt =1,2,... do
Abstract
m < max(C - K, 1
Modern mobile devices have access to a wealth of data suitable for learning models, g (g : z, i
which in turn can greatly improve the user experience on the device. For example, t & (ran .Om set o m C lents)
language models can improve speech recognition and text entry, and image models can for each client £ € S; in parallel do
automatically select good photos. However, this rich data is often privacy sensitive, large wf e ClientUpdate(k:, wt)
i quant or boih, which may preclude loggihg to fhe date center ind training here using My 4= 2 es, M
Wil € D res, %wfﬂ Il Erratum*
B v
YR D3I WIIFRMG 12394 MEXE FiE 5 MRA o0 ClientUpdate(k, w): // Run on client k

B < (split Py, into batches of size B)
for each local epoch i from 1 to £ do
for batch b € B do
w <+ w — VL (w;b)
return w to server
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Ex#3=>] (FL, Federated Learning)
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Q. Yang, Y. Liu, T. Chen & Y. Tong, Federated machine learning: Concepts and
applications, ACM Transactions on Intelligent Systems and Technology (TIST)10(2), 12:1-
12:19, 2019
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EX#B=>] (FL, Federated Learning)
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EX#B=>] (FL, Federated Learning)
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Ex#3=>] (FL, Federated Learning)
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222 (GNN, Graph Neural Network)

Setup

= Assume we have a graph G:
= Vis the vertex set.
= A is the adjacency matrix (assume binary).

» X e R™*IVl js a matrix of node features.

= Categorical attributes, text, image data
— E.g., profile information in a social network.

= Node degrees, clustering coefficients, etc.

= |ndicator vectors (i.e., one-hot encoding of
each node)

Source: WWW-18 Tutorial Representation Learning on Networks https://snap.stanford.edu/proj/embeddings-www/
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g2k (GNN, Graph Neural Network)

Neighborhood Aggregation

= Intuition: Nodes aggregate information
from their neighbors using neural networks a computation graph
@ Every node defines a unique
TARGET NODE Ps «‘. computation graph!

* [ntuition: Network neighborhood defines

INPUT GRAPH

21

Source: WWW-18 Tutorial Representation Learning on Networks https://snap.stanford.edu/proj/embeddings-www/



222 (GNN, Graph Neural Network)

IR

; I’:‘/Iozels haVZ emieddi”?js atheaCh layer. = Key distinctions are in how different
= Model can be arbitrary depth. : :
= “layer-0” embedding of node u is its input feature, i.e. x,. ’?f?eplrsaeczes dggregale INomation across
I
Layer- yels. .
G what’s in the box!? @
Layer-1 . ' A TARGET NODE "".
TARGETl NODE .“< o c X0 l | ®
Layer-2 X4 ® <222 : .............. .<-.‘4.
. <+ : ............... v‘ XE '
®x e
; ' .
: ® ‘.‘. INPUT GRAPH ' """"""" A
INPUT GRAPH B XA
22

Source: WWW-18 Tutorial Representation Learning on Networks https://snap.stanford.edu/proj/embeddings-www/



Eltzkz% (GNN, Graph Neural Network)

= Basic approach: Average neighbor messages

= Basic approach: Average neighbor
information and apply a neural network. and apply a neural network.
Initial “layer 0" embeddings are  nrevious layer
1) average .messages @ -/ equal to node features embedding of v
TARGETI NODE from neighbors ..‘. /
7 om ® EE|W: Bihy | |, Vk >0
. : .............. ,. T
° - kth layer
........ beddi
INPUT GRAPH '.‘ ........... ® em Oef : INg n%n t[}ean? ig average of neighbor’s
eLoriant previous layer embeddings

2) apply neural network

concatenate self embedding and

= GraphSAGE: neighbor embedding

—
hi = o ([Wy -—aBkhﬁ‘I])

generalized aggregation

23

Source: WWW-18 Tutorial Representation Learning on Networks https://snap.stanford.edu/proj/embeddings-www/
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Subgraph Federated Learning with Missing Neighbor Generation
(2021 NIPS)

Motivating Scenario

A HHH
) il -
Hospital A
+
afn Jointly training -O Q‘
Hoso! without sharing -.
ospial B graph data + -'1,-:,3.;:_"0;:'3'; -
el = 4.-;::-,0---0
+ = Medical City-level disease
Hospital c Administration diagnose model
Center
+
Hospital D

* Scenario: residents of a city may go to different hospitals for various reasons — their healthcare data are
stored only within the hospitals they visit

 When any healthcare problem is to be studied in the whole city, a single powerful graph mining model is
needed to conduct effective inference over the entire global patient network.

* However, it is rather difficult to let all hospitals share their patient networks with others to train the graph
mining model due to conflicts of interests.

25



Subgraph Federated Learning with Missing Neighbor Generation
(2021 NIPS)

Goal: train a powerful and generalizable graph mining model over multiple distributed subgraphs without
actual data sharing

e Challenge 1: How to jointly learn from multiple local subgraphs?
* How to capture the global data distribution and avoid prone to overfitting
* How to integrate multiple graph mining models into a universally applicable one

e Solution 1: FedSage: Training GraphSage with FedAvg.

* Challenge 2: How to deal with missing links across local subgraphs?
* data samples in graphs are connected and correlated
» data samples in each subgraph can potentially have connections to those in other subgraphs.

* Solution 2: FedSage+: Generating missing neighbors along FedSage.
* add a missing neighbor generator

* generate potential missing links within the subgraph — generate missing neighbors across
distributed subgraphs

26



Subgraph Federated Learning with Missing Neighbor Generation
(2021 NIPS)

FedSage+
e NeighGen l .
He % o Graph mending F
- . .
hide o _ SpdGen |\ o s oS o= GNN FNN =7
L l v
-._| fGen (L 5 4
G, Xi Gi, X; Ld’Lf Gi, Xi L€

Figure 2: Joint training of missing neighbor generation and node classification.

* Missing Neighbor Generator (NeighGen)

* Neural architecture of NeighGen. iy = (07T - n,),and 7, = R (o ((67)T - (2, + N(0,1))) ,7,) -

* Graph mending simulation.

1 1
: . £ NP N N G g A i
* Neighbor Generation. \4 2 Li (@ =) \4 Yo 2o ueNgg})mvﬁ

veV; vEV; PE[Ny]

(1l

h —
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Subgraph Federated Learning with Missing Neighbor Generation
(2021 NIPS)

FedSage+
e NeighGen l .
e % 9 Graph mending F
) Qo
; .1 dG .
}ﬂf — S - N.’X.[;_‘_‘_"‘} _®— GNN FNN — ¥,
. fGen ZL ! ’ 4
G, X Gi, X; Ld rf Gi, Xi L€

Figure 2: Joint training of missing neighbor generation and node classification.

* Federated Learning of GraphSage and NeighGen

* Problem: cooperation through directly averaging weights of NeighGen across the system can negatively

affect its performance
. . : : . : : picked as the closest node from G,
Goal: generating diverse missing neighbors in each subgraph other than G to simulate the

* Solution: add a cross-subgraph feature reconstruction loss into fGen neighbor of v €V~ imissed into G,

§._ . ; ~p 2 . g P _ -
Ei — |‘_/| Z Z ( min (||-’IJU Iu||2) « Z 1?611‘51(”}[1 (ZU) IUQ)) 28
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Subgraph Federated Learning with Missing Neighbor Generation
(2021 NIPS)

Experiments

graph impairing ratio h, we set h% €[3.4%, 27.8%)]

~ a

Data Cora Citeseer PubMed MSAcademic

#C 7 6 3 15
V| 2708 3312 19717 18333
B 5429 4715 44338 81894
M 3 5 10 3 5 10 3 5 10 3 5 10

Vil 903 542 271 1104 662 331 6572 3943 1972 6111 3667 1833
|E;| 1675 968 450 1518 902 442 12932 7630 3789 23584 13949 5915
AFE 403 580 929 16l 206 300 5543 6189 6445 11141 12151 22743

To synthesize the distributed subgraph system, we find hierarchical graph clusters on each dataset
with the Louvain algorithm and use the clustering results with 3, 5, and 10 clusters of similar sizes

to obtain subgraphs for data owners.
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Subgraph Federated Learning with Missing Neighbor Generation

(2021 NIPS)

Experiments
Cora Citesser
Model M=3 M=5 M=10 M=3 M=5 M=10
LocSage 0.5762 0.4431 0.2798 0.6789 0.5612 0.4240
(£0.0302)  (£0.0847) (£0.0080) (£0.054) (£0.086) (£0.0859)
LocSage+ 0.5644 0.4533 0.2851 0.6848 0.5676 0.4323
(£0.0219) (£0.047) (£0.0080) (£0.0517) (£0.0714) (£0.0715)
FedSage 0.8656 0.8645 0.8626 0.7241 0.7226 0.7158
(£0.0043) (£0.0050) (£0.0103) (£0.0022) +0.0066) (£0.0053)
FedSage+ 0.8686 0.8648 0.8632 0.7454 0.7440 0.7392
(£0.0054) (£0.0051) (£0.0034) (£0.0038) (£0.0025) (£0.0041)
GlobSage 0.8701 (£0.0042) 0.7561 (£0.0031)
PubMed MSAcademic
Model M=3 M=5 M=10 M=3 M=5 M=10
LocSage 0.8447 0.8039 0.7148 0.8188 0.7426 0.5918
(£0.0047) (£0.0337) (£0.0951) (£0.0331) (£0.0790) (£0.1005)
LocSage+ 0.8481 0.8046 0.7039 0.8393 0.7480 0.5927
(£0.0041) (£0.0318) (£0.0925) (£0.0330) (£0.0810) (£0.1094)
FedSage 0.8708 0.8696 0.8692 0.9327 0.9391 0.9262
(£0.0014) (£0.0035) (£0.0010) (£0.0005) (£0.0007) (£0.0009)
FedSage+ 0.8775 0.8755 0.8749 0.9359 0.9414 0.9314
(£0.0012) (£0.0047) (£0.0013) (£0.0005) (£0.0006) (£0.0009)
GlobSage 0.8776(£0.0011) 0.9681(+0.0006)

GlobSage: the GraphSage model
trained on the original global graph
without missing links (as an upper
bound for FL framework with
GraphSage model alone)

LocSage: one GraphSage model
trained solely on each subgraph
LocSage+: the GraphSage plus
NeighGen model jointly trained
solely on each subgraph

30



Subgraph Federated Learning with Missing Neighbor Generation

(2021 NIPS)

Experiments

Hyper-parameter
studies

Case studies

Cora
CiteSeer

PubMed

I FedSage+, a=0.1 0.9324
. [ FedSage+, a=1 0.9359
MSAcademic § o ¢ icages. am10 0.9261
I GlobSage 0.9681

0.70 0.75 0.80 0.85 0.90 0.95 1.00

Node classification accuracy

(a) Hyper-parameter study for o with h = 15%.

[ @@ Class;
LocSage: | — Class;
| 1 Classs

LocSage,

LocSages

LocSagey

LocSages

0.0 0.2 0.4 0.6 0.8 1.0

(a) Local model predictions

0.8468

0.8686
Cora .8524

0.8701

CiteSeer

0.8694
0.8755

0.8726
0.8776

[ FedSage+,h=1% 0.9211
MSAcademic + == FedSage+,h=15% ooég?)?g

[ FedSage+,h=30% .
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Subgraph Federated Learning with Missing Neighbor Generation
(2021 NIPS)

Conclusion

e This work aims at obtaining a generalized node classification model in a distributed subgraph
system without direct data sharing.

* To tackle the realistic yet unexplored issue of missing cross-subgraph links, we design a novel
missing neighbor generator NeighGen with the corresponding local and federated training
processes.

* Experimental results evidence the distinguished elevation brought by our FedSage and FedSage+
frameworks , which is consistent with our theoretical implications.
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A federated graph neural network framework for privacy-preserving
personalization (2022 Nature Communications)

Background

e Demand
* Personalization is a critical direction in the development of the Web

* |t can ease the burden of information overload by providing different users with different services
based on their preferences and characteristics to better satisfy their personal needs.

* E.g. Personalized healthcare services

* can help people’s health management and provide effective therapy plans based on an individual’s
mental and physical conditions.

* Problem

* user data is usually highly privacy-sensitive and its centralized storage and exploitation can lead to users’
privacy concerns and the risk of data leakage

* under the pressure of some strict data protection reqgulations such as General Data Protection

Regulation (GDPR), online platforms may not be able to centrally store user data to learn GNN models
for personalization in the future.
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A federated graph neural network framework for privacy-preserving
personalization (2022 Nature Communications)

Challenge

e the local GNN model trained on local user data may convey private information
 itis challenging to protect user privacy when synthesizing the global GNN model from the local ones

* the local user data may only contain first-order interactions between user and items, higher-order

interaction information is not available since user data cannot be directly exchanged and linked among
different clients due to privacy restrictions

* Prior work on subgraph-level federated learning assumes that each client has a large subgraph and
there is no sufficient interaction across different subgraphs decentralized on different clients.

* However, in personalization scenarios the decentralized subgraphs can be very small, and the
interactions across different subgraphs can be critical for understanding userinterest

35



A federated graph neural network framework for privacy-preserving
personalization (2022 Nature Communications)

* mining high-order user-item interaction information
Overall framework of FedPerGNN - local differential privacy (LDP)

e apseudo interacted item sampling method

User Device
4 \
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third-party server: conduct the privacy-preserving graph expansion protocol to incorporate high-order graph
information into local model learning under privacy protection.

 The devices upload the user embedding and encrypted item IDs to this server for finding user neighbors, and
the embeddings of anonymous neighbor users are distributed to user devices for expanding local subgraphs.



A federated graph neural network framework for privacy-preserving
personalization (2022 Nature Communications)

Detailed framework of FedPerGNN
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A federated graph neural network framework for privacy-preserving
personalization (2022 Nature Communications)

privacy-preserving user-item graph expansion protocol
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Fig. 8 The framework of the privacy-preserving user-item graph
expansion protocol. The server first generates and sends a public key to
clients for encrypting local item IDs, and the clients upload the ciphertexts
to a third-party server for matching the same items. The users with co-
interacted items are regarded as neighbors, and the anonymous neighbor
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user embeddings with their corresponding connected encrypted items are
distributed to the clients for expanding local subgraphs.
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A federated graph neural network framework for privacy-preserving
personalization (2022 Nature Communications)

Experiments
Table 2 Comparison of different methods in high-order user-item interaction modeling and privacy protection.
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« BX¥E>) (FL, Federated Learning)
- EfEZMZE (GNN, Graph Neural Network)

1B E (FL+GNN)
« (2021 NIPS) Subgraph Federated Learning with Missing Neighbor Generation

» (2022 Nature Communications) A federated graph neural network framework for
privacy-preserving personalization

« (2023 ICML) Personalized Subgraph Federated Learning
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Personalized Subgraph Federated Learning (2023 ICML)

Challenge

* How to deal with potentially missing edges between subgraphs that are not captured by individual data
owners, but may carry important information?
* expanding the local subgraph from other subgraphs
* by exactly augmenting the relevant nodes from the other subgraphs at the other clients
* by estimating the nodes using the node information in the other subgraphs
* However, such sharing of node information may compromise data privacy and can incur high

communication costs.
Community A Community B Knowledge Collapse

User 1
Subgraph

* heterogeneity among subgraphs
 E.g. User 1and 3 subgraphs in Communities

A and B, respectively, in Figure 1 (A) —are
sometimes completely disjoint, having
opposite properties.

User 3
Subgraph

v
\ \ R
% Missing
\ \\edges
N
N

User 2
Subgraph

(A) Community Structure (B) Existing Subgraph FL
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Personalized Subgraph Federated Learning (2023 ICML)

* Goal: jointly improve the interrelated local models trained on the interconnected local subgraphs, for
instance, subgraphs belonging to the same community, by sharing weights among them.

Results on Synthetic Graphs Each Community Result
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Method Design:
* use functional embeddings of GNNs on random graphs to obtain similarity scores between two local GNNs

* use them to perform weighted averaging of the model parameters at the server
* Jlearn and apply personalized sparse masks (the similarity scores of the parameters) on the local GNN at each

client to obtain only the subnetwork .



Personalized Subgraph Federated Learning (2023 ICML)

Method
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(B) Subgraph Similarity Matching in Server
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Figure 2: (A) Two communities, where Community A and B consist of two and one subgraphs, respectively. (B) Similarity Matching:

we first forward randomly generated graphs to models f (G 0,), and obtain functional embeddings h., which are then used to estimate
subgraph similarities. Then, the similarities are used in weight aggregation, resulting in personalized model weights 6;. (C) Weight
Masking: transmitted weights from the server to clients 8; are masked and shifted by local masks g, for localization to local subgraphs.
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Personalized Subgraph Federated Learning (2023 ICML)

Experiments

Table 1: Results on the overlapping node scenario. The reported results are mean and standard deviation over three different runs. The
statistically significant performances (p > 0.05) are emphasized in bold.

Cora CiteSeer Pubmed -
Methods 10 Clients 30 Clients 50 Clients 10 Clients 30 Clients 50 Clients 10 Clients 30 Clients 50 Clients -
Local 7398 £0.25 71.65+0.12 76.63+0.10 65.12+0.08 64.54+0.42 66.68 +0.44 8232+ 0.07 80.72+0.16 80.54+0.11 -
FedAvg 7648 £0.36 5399 +£098 53.99+453 6948+0.15 66.15+0.64 6651 +1.00 82.67+0.11 82.05+0.12 80.24 +0.35 -
FedProx 7785+ 0.50 S51.38+1.74 56.274+9.04 6939+0.35 66.11+0.75 66.53 +0.43 82.63+0.17 82.13+0.13 80.50+ 046 -
FedPer 78.73 £0.31 7418+ 024 74.42+037 69.81 +0.28 65.194+0.81 67.64 +0.44 8531 +0.06 8435+038 83.94+0.10 -
GCFL 78.84 £ 0.26 73.41+£027 76.63+0.16 6948+039 6492+0.18 6598 +0.30 83.59+0.25 80.77+0.12 81.36+0.11 -
FedGNN 70.63 £0.83 61.38+233 5691 +082 68.72+0.39 5998+ 1.52 5898 +0.98 84.25+0.07 82.02+022 81.85+0.10 -
FedSage+ 7752+ 046 5199+042 5548+ 115 68.75+048 6597+0.02 6593+030 82.77+0.08 82.14+0.11 80.31+£0.68 -
FED-PUB (Ours) 79.60 + 0.12 75.40 +0.54 77.84+023 70.58+0.20 6833 +0.45 69.21 +£0.30 85.70+0.08 85.16+0.10 84.84 +0.12 -

Amazon-Computer Amazon-Photo ogbn-arxiv All

Methods 10 Clients 30 Clients 50 Clients 10 Clients 30 Clients 50 Clients 10 Clients 30 Clients 50 Clients Avg.
Local 88.50 £ 0.20 86.66 +0.00 87.04 £0.02 92.174+0.12 90.16 £0.12 9042 +0.15 62524+ 0.07 61.32+£0.04 60.04 +0.04 76.72
FedAvg 88.99 +0.19 83.37+047 76.344+0.12 92914+0.07 89.304+0.22 74.19 £0.57 63.56+0.02 59.724+0.06 60.944+0.24 73.38
FedProx 88.84 +0.20 83.84+0.89 76.60+ 047 92.674+0.19 89.17+040 7236 +2.06 63.52+0.11 59.86+0.16 61.124+0.04 73.38
FedPer 89.30 £ 0.04 87.99+0.23 88.22+027 9288 +0.24 91.234+0.16 90.92 +0.38 63.97+0.08 62.29+0.04 61.24+0.11 7842
GCFL 89.01 £0.22 87.24+0.09 87.02+022 92454+0.10 90.58+0.11 90.54 £0.08 63.24 +0.02 61.66+0.10 60.324+0.01 77.61
FedGNN 88.15+0.09 87.00+0.10 83.96+088 91474+0.11 8791+ 134 7890+6.46 63.08+0.19 60.09+0.04 60.51+0.11 73.66
FedSage+ 89.24 +0.15 81.33+120 76.724+039 9276 4+0.05 88.69+0.99 7241 +1.36 63.24+0.02 59.90+0.12 60.95+0.09 73.12
FED-PUB (Ours) 89.98 + 0.08 89.15+0.06 88.76 +0.14 93.22 +0.07 92.01 +£0.07 91.71 £0.11 64.18 +0.04 63.34 +0.12 62.55+0.12 79.53
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